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COB:R

Coordination of
Hencdits and EEWBW

Section 111 COB Secure Web Site
Basic Functions

Version 8.4, 7/11/2016

Mote: CMS reserves the right to modify this presentation. To ensure you have the most current version, verify that the version and date
on this page match the version and date on the corresponding page of the PDF currently available on: http://go.cms.gov/mirnghp.

Slide notes

Welcome to the Section 111 Coordination of Benefits Secure Web Site (COBSW) Basic Functions course.
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Disclaimer

While all information in this document is believed
to be correct at the time of writing, this Computer
Based Training (CBT) is for educational purposes
only and does not constitute official Centers for
Medicare and Medicaid Services (CMS) instructions
for the MMSEA Section 111 implementation. All
affected entities are responsible for following the
instructions found at the following link:
http://go.cms.gov/mirnghp.

Slide notes

While all information in this document is believed to be correct at the time of writing, this Computer Based
Training (CBT) is for educational purposes only and does not constitute official Centers for Medicare and
Medicaid Services (CMS) instructions for the MMSEA Section 111 implementation.

All affected entities are responsible for following the instructions found at the following link:
http://go.cms.gov/mirnghp.
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Course Overview

 Section 111 COBSW

Login/Logout Procedures &5_
. . ] ﬁ
» Basic functions available e
#

from the Home page .

Slide notes

This course provides an overview on the Section 111 COBSW Login/Logout procedures and some of the basic
functions available to Responsible Reporting Entities (RREs) from the Home page.
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Section 111 COBSW Home Page

* Available at https://www.cob.cms.hhs.gov/Section111
* Login to application on Home page using Login fields
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Geting Started
For mare infarmation. refer o o Tio Get Staried under the How To meou opben

Fiear 1 Sep2

Slide notes

The Section 111 COBSW URL is https://www.cob.cms.hhs.gov/Section111.

Once you have completed the New Registration and Account Setup steps and obtain a Login ID for the Section
111 COBSW, you may begin using the application.
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Section 111 COBSW Home Page

* RREs will login using Login fields to

— View the RRE Listing page

— Perform an action for the RRE ID
— Change a Password

— Update personal information

 RREs who are unable to login because of a
forgotten Login ID or Password may

— Retrieve their Login ID, or
— Retrieve their Password

Slide notes

In order to perform the following basic functions, RREs must first login to the Section 111 COBSW using the Login
fields displayed on the right side of the Home page: view the RRE Listing Page (Home page), perform an action
for an RRE ID, change a Password or update personal information.

RREs who are unable to login because they have forgotten their Login ID or Password will use the Section 111
Home page to retrieve this information.
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File Edit View History Bookmarks Tools Help

@ hd c -’_E} https://www.cob.cms.hhs.gov/Section111/

Slide notes

Enter the following URL into your web browser: https://www.cob.cms.hhs.gov/Section111/.
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Mandatory Reporting
About This Site  CMSLinks HowTo.  Reference Materials  ContactUs  Skip Nawvigation

Login Warning

UNAUTHORIZED ACCE S S TO THIS COMPUTER SY STEM IS PROHIBITED BY LAW

You are acoassing 2 U 5. Governmeant information sysiam, which inciudes: (1) this compuier, (2) This compulsr nétwork, (3] a8 compulans connecisd 10
S NEtAONE, and (<) A1 92vicSs and SLVAgE MEda ANachad 10 1N NEADIK O 10 3 COMPUIST ON TES nataars. THis INTrmation SYSIEM IS proviosd fr
U.S, Government-auinorized use oy,

Unauthorzed or improper use of this sysiem may resullin disciplinary acton, as well as ovil and cniminal penaltes.

By using this information system. you understand and consent o the folloveing:

“You have no reasonabis expectaton of privacy regarding any communication or data transiing or siored on this information sysiem.
Atany time, and for any laviul Government purpose, the ment may mondor, intercept, and search and sece any communication
or data transiing or stored on this information sysiem

"Any COMMUNICItoN of data ransAing of stored on this informabon sysiem may be disclosed or used for any Lawful Gowernment
purpose.

Privacy Act Statement

Tre colacton of Tis drmalion s authorizad By 42 U.S.C. 12358 T) & {5). The lormalion coletiead will be usad 10 Jdandfy and recover past
migiaen Medicars pimary payments and 10 prevent Medicare Tom mauing mistaces in e Lilure 1 Mose Medicane Secondary Payer #iludtons at
CONBnUR 10 exst

SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

| agres 1 eslaliizh and IMEieMent proper EARQUANTE AJANS! UNAUTONZEd USe and BRSCi0suUTe Of NS 4313 Sxthangad o T8 pUrposes of Compiving with
ne Medcare Secondary Payer Mandsiory Reporiing Provisions in Section 111 of fhe Medicare, Medicaid and SC=I1P Exengion At (MMSEA; of 2007.
Proper safeouards sna mumdmmwmrﬂhmemummmﬂnmwm-hwmamm
1105 of the Soctal Sacurly Act (2 U.S.C. § 1305]. Section 1574(D) of he Soclal Sacuriy ACt[42 U.S.C. § 1335(b)]. Section 1552(0) of he Social
Secunty Actja2USC §|399_( {01]. and e Srivacy Actof 1974 38 amended |5 U S.C. § 5523) The Responsitie Reporing Ematy (RRE) and ns oury
authorized agent for Tis Section 111 reporiing, f amy, shall estatilsh appropriate admirisiralve, lechnical, procadural, and Dhysical safeguards 1o profect
e CONBgEEaNty of hé 2382 and 10 prevent UNBUIONzed ac0e6s 10 1e 43t provided by CMS. | agres hat e ony &milies Julorized 10 Nave ac0ess 10
e data are CMIS. e RRE or s authanized agent for Mandalory Reporting. RAES must engure nat agents repdring on benall of multipie RREs wil

data reparied on Denai of sach unique RALE 10 Imit 300866 10 0Fy e RRE and CMS and e agent. Furiher, RREs must ensure Tt a00ess
By e 208N 16 BmNed 10 INSlantes ‘where i 6 aCing SOkely O DENAIT Of he LAique RAE On whdse DENaT e data was obtained. | agree Tal he auhonized
representatves of CAM S 8Nhall D gramed ac0ess W prémises wnere e Medicare 4ata is Deing Lept 1o T purpose of NEPECINg Securtly .

wheher T RRE and s Uy auhonzed agent. If any, s I COMpance With Ihe sadurly reQuirements specited aDove. ACORES TR resr®s
mancned and 10 any records created by e matshing process sNall De resinicled 10 authorzed CMS and RRE ampioyees, agens and offcials who
FeqQuing aC0etS 10 PAMoNM Meir OMCIE QUTSS In ACXDNTANCE WITH N2 USES OF INE INTDAMaton a8 auNONZied under SACHON 111 Of e MM SEA OF 2007,
‘Suth personnel shall be advised of | 1) The confidental nature of e Information mewe&np‘mmw ad (3 me
AMIMTEY A, Chl 3] CTIMINS PENAITES 10r NONCOMPEANCE CONTAING] IN ADNICaDIe Feoer

1Accept
Decline

R
— | Print this pace

e
e =

Slide notes

The Login Warning page displays, detailing the Data Use Agreement (DUA).
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(E'MS SECTION 111 COBR

Mandatory Reporting —tmtrt
About This Site  CMSLinks HowTo.  Reference Materials  ContactUs  Skip Navigation

Login Warning |'_" Printhis pase

UNAUTHORIZED ACCE S S TO THIS COMPUTER SY STEM IS PROHIBITED BY LAW

You are acoassing 2 U 5. Governmeant information sysiam, which inciudes: (1) this compuier, (2) This compulsr nétwork, (3] a8 compulans connecisd 10
TS NEAONE, 3Nd [ £) A O2ViOSE ANd FAJR MEda ANAchad 10 195 NEATIE OF 10 3 COMEUIST on TS Network. TIiS INformaton SyS1Sm IS proviced for
U.S, Government-auinorized use oy,

Unauthorzed or improper use of this sysiem may resullin disciplinary acton, as well as ovil and cniminal penaltes.

By using this information system, you understand and consent io the folloving:

“You have no reasonabis expectaton of privacy regarding any communication or data transiing or siored on this information sysiem.
At any time, and for any lawful Government purpose. the ment may mondor, intercept, and search and sece any communication
or data fransating or stored on this information sysem

"Any COMMUNICItoN of data ransAing of stored on this informabon sysiem may be disclosed or used for any Lawful Gowernment
purpose.

Privacy Act Statement

Tre colacton of Tis drmalion s authorizad By 42 U.S.C. 12358 T) & {5). The lormalion coletiead will be usad 10 Jdandfy and recover past
migiaen Medicars pimary payments and 10 prevent Medicare Tom mauing mistaces in e Lilure 1 Mose Medicane Secondary Payer #iludtons at
CONBnUR 10 exst

SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

| agres 1 eslaliizh and IMEieMent proper EARQUANTE AJANS! UNAUTONZEd USe and BRSCi0suUTe Of NS 4313 Sxthangad o T8 pUrposes of Compiving with
ne Medcare Secondary Payer Mandsiory Reporiing Provisions in Section 111 of fhe Medicare, Medicaid and SC=I1P Exengion At (MMSEA; of 2007.
Sroper L3RoUArDE SN INCUD2 e 300010 OF PORCIEs aNd rOTEdUNEs 13 SNTUre At 1 A3 OTIANAd KN DI LSAJ SOISY I ALI0MIAN0R AT SACTON
1105 of the Soctal Sacurly Act (2 U.S.C. § 1305]. Section 1574(D) of he Soclal Sacuriy ACt[42 U.S.C. § 1335(b)]. Section 1552(0) of he Social
Security AC1[42 U S.C§ 1358v(0]]. and e Privacy At of 1574, 28 amended [S U.S.C. § 5523] The Responsitie Reporting Eminy (RRE) and s ouy
authorized agent for Tis Section 111 reporiing, f amy, shall estatilsh appropriate admirisiralve, lechnical, procadural, and Dhysical safeguards 1o profect
e CONBgEEaNty of hé 2382 and 10 prevent UNBUIONzed ac0e6s 10 1e 43t provided by CMS. | agres hat e ony &milies Julorized 10 Nave ac0ess 10
e data are CMIS. e RRE or s authanized agent for Mandalory Reporting. RAES must engure nat agents repdring on benall of multipie RREs wil

data reparied on Denai of sach unique RALE 10 Imit 300866 10 0Fy e RRE and CMS and e agent. Furiher, RREs must ensure Tt a00ess
By e 208N 16 BmNed 10 INSlantes ‘where i 6 aCing SOkely O DENAIT Of he LAique RAE On whdse DENaT e data was obtained. | agree Tal he auhonized
representatves of CAM S 8Nhall D gramed ac0ess W prémises wnere e Medicare 4ata is Deing Lept 1o T purpose of NEPECINg Securtly .

wheher T RRE and s Uy auhonzed agent. If any, s I COMpance With Ihe sadurly reQuirements specited aDove. ACORES TR resr®s
mancned and 10 any records created by e matshing process sNall De resinicled 10 authorzed CMS and RRE ampioyees, agens and offcials who
FeqQuing aC0etS 10 PAMoNM Meir OMCIE QUTSS In ACXDNTANCE WITH N2 USES OF INE INTDAMaton a8 auNONZied under SACHON 111 Of e MM SEA OF 2007,
‘Suth personnel shall be advised of | 1) The confidental nature of e Information Lz.mwe&up‘mmw ad (3 me
AMIMTEY A, Chl 3] CTIMINS PENAITES 10r NONCOMPEANCE CONTAING] IN ADNICaDIe Feoer

1Accept
Decline

Slide notes

The Login Warning page may be printed by clicking the Print this page link in the upper right corner of the page.
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Login Warning

UNAUTHORIZED ACCE S S TO THIS COMPUTER SY STEM IS PROHIBITED BY LAW

You are acoassing 2 U 5. Governmeant information sysiam, which inciudes: (1) this compuier, (2) This compulsr nétwork, (3] a8 compulans connecisd 10
S NEtAONE, and (<) A1 92vicSs and SLVAgE MEda ANachad 10 1N NEADIK O 10 3 COMPUIST ON TES nataars. THis INTrmation SYSIEM IS proviosd fr
U.S, Government-auinorized use oy,

Unauthorzed or improper use of this sysiem may resullin disciplinary acton, as well as ovil and cniminal penaltes.

By using this information system. you understand and consent o the folloveing:

“You have no reasonabis expectaton of privacy regarding any communication or data transiing or siored on this information sysiem.
Atany time, and for any laviul Government purpose, the ment may mondor, intercept, and search and sece any communication
or data transiing or stored on this information sysiem

"Any COMMUNICItoN of data ransAing of stored on this informabon sysiem may be disclosed or used for any Lawful Gowernment
purpose.

Privacy Act Statement

Tre colacton of Tis drmalion s authorizad By 42 U.S.C. 12358 T) & {5). The lormalion coletiead will be usad 10 Jdandfy and recover past
migiaen Medicars pimary payments and 10 prevent Medicare Tom mauing mistaces in e Lilure 1 Mose Medicane Secondary Payer #iludtons at
CONBnUR 10 exst

SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

| agres 1 eslaliizh and IMEieMent proper EARQUANTE AJANS! UNAUTONZEd USe and BRSCi0suUTe Of NS 4313 Sxthangad o T8 pUrposes of Compiving with
ne Medcare Secondary Payer Mandsiory Reporiing Provisions in Section 111 of fhe Medicare, Medicaid and SC=I1P Exengion At (MMSEA; of 2007.
Proper safeouards sna mumdmmwmrﬂhmemummmﬂnmwm-hwmamm
1105 of the Soctal Sacurly Act (2 U.S.C. § 1305]. Section 1574(D) of he Soclal Sacuriy ACt[42 U.S.C. § 1335(b)]. Section 1552(0) of he Social
Secunty Actja2USC §|399_( {01]. and e Srivacy Actof 1974 38 amended |5 U S.C. § 5523) The Responsitie Reporing Ematy (RRE) and ns oury
authorized agent for Tis Section 111 reporiing, f amy, shall estatilsh appropriate admirisiralve, lechnical, procadural, and Dhysical safeguards 1o profect
e CONBgEEaNty of hé 2382 and 10 prevent UNBUIONzed ac0e6s 10 1e 43t provided by CMS. | agres hat e ony &milies Julorized 10 Nave ac0ess 10
e data are CMIS. e RRE or s authanized agent for Mandalory Reporting. RAES must engure nat agents repdring on benall of multipie RREs wil

data reparied on Denai of sach unique RALE 10 Imit 300866 10 0Fy e RRE and CMS and e agent. Furiher, RREs must ensure Tt a00ess
By e 208N 16 BmNed 10 INSlantes ‘where i 6 aCing SOkely O DENAIT Of he LAique RAE On whdse DENaT e data was obtained. | agree Tal he auhonized
representatves of CAM S 8Nhall D gramed ac0ess W prémises wnere e Medicare 4ata is Deing Lept 1o T purpose of NEPECINg Securtly .

wheher T RRE and s Uy auhonzed agent. If any, s I COMpance With Ihe sadurly reQuirements specited aDove. ACORES TR resr®s
mancned and 10 any records created by e matshing process sNall De resinicled 10 authorzed CMS and RRE ampioyees, agens and offcials who
FeqQuing aC0etS 10 PAMoNM Meir OMCIE QUTSS In ACXDNTANCE WITH N2 USES OF INE INTDAMaton a8 auNONZied under SACHON 111 Of e MM SEA OF 2007,
‘Suth personnel shall be advised of | 1) The confidental nature of e Information mewe&np‘mmw ad (3 me
AMIMTEY A, Chl 3] CTIMINS PENAITES 10r NONCOMPEANCE CONTAING] IN ADNICaDIe Feoer

1Accept
Decline

R
— | Print this pace

e
e =

Slide notes

Review the Data Use Agreement. To proceed, click the | Accept link.
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e Mandatory Reporting A =
About This Site  CMSLinks HowTo.  Reference Materials  ContactUs  Skip Nawigation

Welcome to the Section 111 COB Secure Web site (COBSW) Account Login

pmmﬂ
SECTION 111 MESSAGES |
Forgot Login ID

Reminder that Responsible Reporing Entites and their agents are now required 1o report ICD- b opalean IO
10-CM diagnosis codes on claim reports with 3 CMS Date of Incident (DO} on or afler Oclober 1,
2015, For more information on ICD diagnosis code reporting, piease refer 1o the MMSEA Section
111 NGHP User Guide Technical Information Chapter V (Secton 8.2.5 - ICD-8 and ICD-10
Codes).

*-'ﬁ.nbeemn"'“:.vgdat;\e_n::zn59&"&3@1[5&13;;1'&09& lhrzqu ha;e_ beengom;nd
may be accessed viz the rence Maweral meny zbove. prior Estings included = i
codes inappropriately. Al Z codes have been removed from the current listings as they are [ Contnue || Ciear |
excluded for purposesof Section 111 Reporting

Password:

3 Forgot Password 3

This site provides an interface for Responsible Reporting Enttes (RREs) impacied by the Madicare
Secondary Payer (MSP) reporting mandated by Section 111 of the Medicare, Medicaid and SCHIP
Extension Act (MMSEA) of 2007 (PL. 110-173) 1o register their organizaton with the Canters for
Medicare and Medicaid Senaces (CMS). This COBSW sie also prowides RREs and their agents with
the abilty 1o submit files, review the siatus of current file submissions, collect generated response fles,
and rewnew satisbcal informaton relaiad 1o file submissons

All implementation instructions are available on CMS' dedicated Section 111 Web page at Mandatory
Insurer Reporting for GHP and Mandatory insurer Reporting for Non GHP. Detailed instruchons ane
ncluded in both he Secton 111 GHP and Liabity Insurance (Inciuding Selfinsurance), No-Fault, and
Workers' Compensation User Guides.

For information about the availabilty of aualiary 2ids and sernces, please vist
hip Ay medicars goviabiut-usnondiscrminabonnondiscnmination-notee himl

Getting Started
For more information, rafer 1o How To Get Saned under the How To manu oplion
Step1 Step 2
New Registration mip Account Setup -

Slide notes

The Section 111 COBSW Login page displays.
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SECTION 111
(ér'MS Mandatory Reporting CQ.E-:E
About This Site  CMSLinks HowTo.  Reference Materials  ContactUs  Skip Nawigation
Welcome to the Section 111 COB Secure Web site (COBSW) Account Login
User Name
SECTION 111 MESSAGES

Forgot Login ID
Reminder that Responsible Reporing Entites and their agents are now required 1o report ICD- b opalean IO
10-CM diagnosis codes on claim reports with a CMS Dawe of Incident (DC1) on or afer October 1, Pasovord
2015, For more information on ICD diagnosis code reporting, piease refer 1o the MMSEA Section
111 NGHP User Guide Technical Information Chapter V (Secton 8.2.5 - ICD-8 and ICD-10
Caces). ¥b ForootPasswerd 3
"“Amension™" Updated versions of the ICD-10 Diagnosis Code Listings have been posted and
may be accessed via the Reference Maserials file meny above, The prior stings included Z i e
codes inappropriaely. All'Z codes have been removed from the current fistings as they are | Conunue || Ciear |
exclpded for purposes of Secton 111 Reporting

This site provides an interface for Responsible Reporting Enttes (RREs) impacied by the Madicare
Secondary Payer (MSP) reporting mandated by Section 111 of the Medicare, Medicaid and SCHIP
Extension Act (MMSEA) of 2007 (PL. 110-173) 1o register their organizaton with the Canters for
Medicare and Medicaid Senaces (CMS). This COBSW sie also prowides RREs and their agents with
the abilty 1o submit files, review the siatus of current file submissions, collect generated response fles,
and revsews statisbcal information related 1w file submizsions

All implementation instructions are available on CMS' dedicated Section 111 Web page at Mandatory
Insurer Reporting for GHP and Mandatory insurer Reporting for Non GHP. Detailed instruchons ane
ncluded in both he Secton 111 GHP and Liabity Insurance (Inciuding Selfinsurance), No-Fault, and
Workers' Compensation User Guides.

For information about the availabilty of aualiary 2ids and sernces, please vist
hip Ay medicars goviabiut-usnondiscrminabonnondiscnmination-notee himl

Getting Started
For more information, rafer 1o How To Get Saned under the How To manu oplion
Step1 Step 2
New Registration mip Account Setup -

Slide notes

The Section 111 Messages area of the Login page may contain important system messages.
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SECTION 111
(ér'MS Mandatory Reporting CQ.E-:E
About This Site  CMSLinks HowTo.  Reference Materials  ContactUs  Skip Nawigation
Welcome to the Section 111 COB Secure Web site (COBSW) Account Login
User Name
SECTION 111 MESSAGES

Forgot Login ID
Reminder that Responsible Reporting Entibes and their agents afe now requined 1o repon ICD- e =
10-CM diagnosis codes on claim reports with a CMS Date of Incident (DO} on or afler Cctober 1, Pasovord
2015, For more information on ICD diagnosis code reporting, piease refer 1o the MMSEA Section
111 NGHP User Guide Technical Information Chapter V (Secton 8.2.5 - ICD-8 and ICD-10
Codes). 3 Forgot Passwerd 3
*“Anenson™ Updated versions of the ICD-10 Diagnoss Code l‘T’ﬂws Mb* beengom;nd
may be accessed via the Reference Maserials file meny above, prior kstings included : i
codes inappropriately. All'Z codes have been removed from the current kistings as they are _Cormnue || Ciear |
exclpded for purposes of Secton 111 Reporting

This site provides an interface for Responsible Reporting Enttes (RREs) impacied by the Madicare
Secondary Payer (MSP) reporting mandated by Section 111 of the Medicare, Medicaid and SCHIP
Extension Act (MMSEA) of 2007 (PL. 110-173) 1o register their organizaton with the Canters for
Medicare and Medicaid Senaces (CMS). This COBSW sie also prowides RREs and their agents with
the abilty 1o submit files, review the siatus of current file submissions, collect generated response fles,
and revsews statisbcal information related 1w file submizsions

All implementation instructions are available on CMS' dedicated Section 111 Web page at Mandatory
Insurer Reporting for GHP and Mandatory insurer Reporting for Non GHP. Detailed instruchons ane
moluded m both e Sechon 111 GHP and Liabity Insurance | Induding Selfinsurance). No-Fauly and
Workers' Compensation User Guides.

For information about the availabilty of aualiary 2ids and sernces, please vist
hip Ay medicars goviabiut-usnondiscrminabonnondiscnmination-notee himl

Getting Started
For more information, rafer 1o How To Get Saned under the How To manu oplion
Step1 Step 2
New Registration mip Account Setup -

Slide notes

Enter your Login ID in the User Name field and your Password in the Password field, and click Continue.
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RRE Listing

Thia nage ista al' the Resnonsible Renoring dentification Nurkera [RES IN=) with which vou are

assceizted. You can selezt from the Actons ovailable in the droo down menu next 1o cach RRE D sl
Click un tha down arow, sebec. an aslon hum Ls Bl and Dan chck o the Gu bulun. Zuhmizainn Cerinds

Io sesrch for 2 speabc KR erter the 2HL IU and chck on the Search button. [ o refresh the compleiz
lism of REFs wih whirh vou are asaoriates elick on ths Refash REF | &tng hoton

| g}

|;li Profthis page
The REE Lslng i swilsc by BRE ID

I"d like Lo...

sy Pes sonrl bnoimslivn

RREIC. | Sy Ruliezst RRE Listing

Ora lter Tounc.1

RREIN Namea . illl’EIT’.HI'I F_!ﬁr-_r-"nng Fl Representative FOI Phone ETH Fmail Artenms
rrind  (iption Namea Number
L EX4MP_E RRS NLVE PROO 0 D2E FrsiLasiname —_— “Estieme@domaln. om |Plgsge Solect W G0

Expart cptions: Tox Secadsne

Slide notes

The RRE Listing page displays. You will learn more about this page later in this course.
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Forgot Login ID

* Use Forgot Login ID function
* Enter E-mail address
* Correctly answer security questions

* Login ID E-mailed

— Contact EDI Representative if not E-mailed within
24 hours

Slide notes

If you forget your Section 111 COBSW Login ID, you may click on the “Forgot Login ID” function under the
Account Login box on the Home page.

The system will request that you enter your E-mail address and answer the security questions provided during
registration. After correctly answering the questions,your Login ID will be sent to you via E-mail. If you do not
receive your E-mail within 24 hours, please contact your assigned Electronic Data Interchange (EDI)
Representative.
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Account Login

User Name:

» Forgot Login ID »»

Password:

» Forgot Password »»

Continue H Clear J

Slide notes

On the Login screen, click the Forgot Login ID link in the Account Login box.
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Forgot Login ID

Please provide your e-mail address:

E-mail address:”

email@com pany.com

o ) (Geneat]

Slide notes

This displays the Forgot Login ID page. Enter your E-mail address and click Continue.
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Forgot Login ID

Please provide the answers to your SeCcurity questions:

* Required
YWhat city were you born? New York

What 15 your father's middle name? |Lee

Continue ][ Cancel J

Slide notes
The screen then re-displays with the two Security Questions you selected during the registration process.

Correctly answer each of your pre-selected Security Questions and then click the Continue button.
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Forgot Login ID

* Required
What city wara you born? :New‘-'odt

Please provide the answers to your security questions:

What is your father's middle name? | Lee

Continue ][ Cancel J

Slide notes

If the information you entered is correct, your Login ID will be sent via E-mail.
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Forgot Login ID

Please provide the answers to your SeCcurity questions:

* Required
YWhat city were you born? New York

What 15 your father's middle name? |Lee -

Continue ][ Cancel J

Slide notes

If you receive an error indicating that the answers are incorrect, check your answers and re-enter the corrected
values.

If you cannot remember the answers to your Security Questions, contact your assigned EDI Representative.
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Thank You

fou hawve successfully requested your Login 1D for the Section 111 COB Secure Web site (COBSWY).
NEXT STEPS

fou will recene and E-mail once your Login ID request is processed. The E-mail will contain your Login
ID.

Please note: The E-mazil message will be sent from a notification-only address that cannot accept
incoming E-mail. Please do not reply to it.

If you do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or
call the EDI Department at 646-438-6740. EDI Representatives are available to assist you Monday
through Friday, excluding Federal holidays, from 9:00 a.m. to 5:00 p.m_ Eastem Time.

Section 111 Home

Slide notes

The Thank You page displays if your answers are correct. This page confirms that you have successfully
requested your Login ID.
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Thank You

fou hawve successfully requested your Login 1D for the Section 111 COB Secure Web site (COBSWY).
NEXT STEPS

fou will recene and E-mail once your Login ID request is processed. The E-mail will contain your Login
ID.

Please note: The E-mazil message will be sent from a notification-only address that cannot accept
incoming E-mail. Please do not reply to it.

If you do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or
call the EDI Department at 646-438-6740. EDI Representatives are available to assist you Monday
through Friday, excluding Federal holidays, from 9:00 a.m. to 5:00 p.m_ Eastem Time.

Section 111 Home

Slide notes

You will then receive an E-mail containing your Login ID. After receipt of the E-mail, please return to the Section
111 COBSW and login using your Login ID and Password.
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Forgot Password

* Use Forgot Password function
* Enter Login ID
* Correctly answer security questions

* Temporary Password E-mailed
— Contact EDI Representative if not E-mailed within
24 hours

Slide notes

If you forget your Section 111 COBSW Password, you may click on the “Forgot Password” link under the
Password box on the Home page. The system will request

that you enter your Login ID and answer the security questions provided during registration. After correctly
answering the questions, your temporary Password

will be sent to you via E-mail. If you do not receive your E-mail within 24 hours, please contact your assigned EDI
Representative.
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Account Login

User Name:

» Forgot Login ID »»

Password:

» Forgot Password »»

Continue H Clear J

Slide notes

On the Login screen, click the Forgot Password link under the Password box on the Home page.
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Forgot Password

Please prrovide yoore Login 10

" Heguired

Login ID:*

LogriZ

Contrue ] i Cancel ]

Slide notes

This displays the Forgot Password page. Enter your Login ID and click Continue.
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Forgot Password

Please provide the answers to your SeCcurity questions:

* Required
YWhat city were you born? New York

What 15 your father's middle name? |Lee -

Continue ][ Cancel J

Slide notes

The screen then re-displays with the two Security Questions you selected during the registration process.

Correctly answer each of your pre-selected Security Questions and then click the Continue button.
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Forgot Password

Please provide the answers to your security questions:

* Required
YWhat city ware you born? New York

What 15 your father's middle name? |Lee -

Continue ][ Cancel J

Slide notes

If the information you entered is correct, your new temporary Password will be sent via E-mail.
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Forgot Password

Please provide the answers to your SeCcurity questions:

* Required
YWhat city were you born? New York

What 15 your father's middle name? |Lee -

Continue ][ Cancel J

Slide notes

If you receive an error indicating that the answers are incorrect, check your answers and re-enter the corrected
values.

If you cannot remember the answers to your Security Questions, contact your assigned EDI Representative.
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Bassword Change S uccessiul

—J Printthis page

Your pazsward fortha Section 111 COB Sacura Web site (COBSVY has beaen succassfyiy reset
HNEXT STEPS:
Youwill recaive an E-mailwith 3 lemporary passward and instractions to folow

Please note: The E-mail message will be sentfrom a notification-only address that cannot accept incoming E-
mail. Please donot reply o it

I you do mol receive your E-mail within 24 howrs, please contact your assigned EDI Representalive or call the EDI
Daparnmenl al 646-458-674 0. EDI Reprasentalives ane available 1o assist you Monday through Friday, sxcluding
Fedearal holidays, from 9.00 am. 1o 5:00 p.m. Eastem Time

Continue J

Slide notes

The Password Change Successful page displays, indicating that the system has generated a temporary Password
and has sent it to your registered E-mail address.
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Password Change Successful

Your passwoard for the Section 111 COB Secure YWeh site (COBSW) has been successiully reset
NEXT STEPS
You will receive an E-mail with a temporary password and instructions to follow,

Please note: The E-mail message will be sent from a notification-only address that cannot accept incoming E-
mail. Please do not rephy to it

Ifyou do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or call the
COBC EDI Department al 646-458-6740. EDI Representatives are available to assist you Monday through Friday,
excluding Federal holidays, from 9:00 a.m, to 5:00 p.m. Eastern Time.

Slide notes

Click Continue at the bottom of the page to return to the Login Warning page.
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Password Change Successful

Your passwoard for the Section 111 COB Secure YWeh site (COBSW) has been successiully reset
NEXT STEPS
You will receive an E-mail with a temporary password and instructions to follow,

Please note: The E-mail message will be sent from a notification-only address that cannot accept incoming E-
mail. Please do not reply to it

Ifyou do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or call the
COBC EDI Department al 646-458-6740. EDI Representatives are available to assist you Monday through Friday,
excluding Federal holidays, from 9:00 a.m. to 5:00 p.m. Eastern Time.

Slide notes

You must change your temporary Password the next time you login to the Section 111 COBSW. You will learn
more about how to change your Password later in this course.
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RRE Listing Page

* Functions as the main processing screen
— Home link returns to the RRE Listing page
— Logoff returns to the Login Warning page

» Lists associated RRE IDs
— RRE ID

— Company name

— RRE status

— Submission period

— Reporting Option (for GHP RREs)
— Actions

Slide notes

The RRE Listing page is the first page displayed after a successful login. This page functions as the main
processing screen or Home page.

From this page, a valid Section 111 User can initiate any of the Section 111 COBSW processes, manage personal
information, change their Password and logoff the Section 111 COBSW.

The RRE Listing page lists all the RRE IDs to which you are associated. For each assigned RRE ID, the following
information is displayed:

RRE ID (Responsible Reporting Entity Identification Number); Company Name associated with the RRE ID; Status
of the RRE — Setup, Ready to Test, or Production;

Submission period - 1-12 for file submissions, O for Direct Data Entry (DDE); Reporting Option — Basic or
Expanded for Group Health Plan (GHP) RREs;

Actions — dropdown box of available Actions. Actions displayed depend on your user role for the RRE ID
(Account Manager or Account Designee).
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RRE Listing

Thia nage ista al' the Resnonsible Renoring dentification Nurkera [RES IN=) with which vou are
gsgocizted. You can aclest from the Actons availablc in the dro wr meu next o cazh RRE D.
Click un tha down arow, sebec. an aslon hum Ls Bl and Dan chck o the Gu bulun.

lism of REFs wih whirh vou are asaoriates elick on ths Refash REF | &tng hoton

The REE Lslng i swilsc by BRE ID

RRE IC. [ Seac

Ora lter Tounc.1

Ruliezst RRE Listing

Subman Reporting
Merind  Cprionn

PRO3 0 OOE

RRF IN Mama Statia

Nama
ey EXAMP_E RAZ NLVE Firsi Lasiname

Expart cptlons: Toxi Se-cadshoct

Fl Representative FOI Phone

OLIT< HELP

Hedn Annut This Cage
Submizainn Cerinds

Io sesrch for 2 speabc KR erter the 2HL IU and chck on the Search button. [ o refresh the compleiz

I"d ke Lo..,
Mg Pe s o imzlive
Cheimp: Pesawond

F Fmnil Actiona

Humbear

—— e

“Estizme@dcmain zem  |[Flazge Select

wr

Slide notes

The RRE Listing page is displayed.
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Account Manager Actions

» Actions dropdown menu
— Beneficiary Lookup
— RRE Information

— File Processing Results
— Upload File

— Test File Results

— Designee Maintenance

— View Account Activity
— Register for DDE

— New Claim
— Claim Listing

Slide notes

When the RRE’s Account Manager accesses the RRE Listing page, they can select one of the following options
from the Actions dropdown menu for each RRE ID listed on this page:

Beneficiary Lookup - Search for specific beneficiaries (for all RREs except DDE users);

RRE Information - View or update information for the associated RRE; File Processing Results - Monitor
production file submission processing and history and download response files using the HTTPS method;

Upload File - Upload GHP or Non-Group Health Plan (NGHP) test and production files using the HTTPS method;
Test File Results - View results of test file submissions (for RREs set up with file transmission only);

Designee Maintenance - View, delete, edit, or add an Account Designee; View Account Activity - View account
activity detail;

Register for DDE - Change claim submission method to DDE (for NGHP RREs currently set up with file
transmission methods only);

New Claim - Enter a new claim using DDE (DDE method only); Claim Listing - View, edit or delete a DDE claim
(DDE method only).
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Actions

Designee kMaintenance

Flease Select
FREE Intormation
File Processing Fesults
TestFile Besulis
pload File

nee Maintenance

Wiew Account Achivity

Slide notes

To access a function, the Account Manager will select an Action and click on Go.
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Account Desighee Actions

» Actions dropdown menu
— Beneficiary Lookup
— File Processing Results

— Upload File

— Test File Results

— View Account Activity
— Register for DDE

— New Claim

— Claim Listing

Slide notes

When any of the RRE’s Account Designees accesses the RRE Listing page, they can select one of the following
options from the Actions dropdown menu for each RRE ID listed on this page:

Beneficiary Lookup - Search for specific beneficiaries (for all RREs except DDE users);

File Processing Results - Monitor production file submission processing and history and download response files
using the HTTPS method;

Upload File - Upload GHP or NGHP test and production files using the HTTPS method; Test File Results - View
results of test file submissions (for RREs set up with file transmission only);

View Account Activity - View account activity detail; Register for DDE - Change claim submission method to DDE
(for NGHP RREs currently set up with file transmission methods only);

New Claim - Enter a new claim using DDE (DDE method only); Claim Listing - View, edit or delete a DDE claim
(DDE method only).
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Actions
File Frocessing Results v |
Flease Select

File Processing Results
TestFile Results

ILipload File
Wiew Account Activity

Slide notes
To access a function, the Account Designee will select an Action and click on Go.
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Change Password

* Passwords for the Section 111 COBSW must be
changed every 60 days

* Must login to application to change Password
* The BCRC recommends that you change your
Password once per month

* Note: If user changes Password in a COBSW
application, it is changed in all COBSW applications

Slide notes

Passwords for the Section 111 COBSW must be changed every 60 days. You must login to the Section 111
application on the COBSW in order to change your Password.

The Benefits Coordination & Recovery Center (BCRC) recommends that you login to the Section 111 COBSW and
perform the Change Password function once a month to avoid Password expiration.

Note: If a user changes their password in a COBSW application, it will be changed in all COBSW applications.
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RRE Listing

Thia nage ista al' the Resnonsible Renoring dentification Nurkera [RES IN=) with which vou are Helh Bhaur This Mage
associzted. Yeu can selest from the Actens availablc in the droo down menu nextto cach RRE D Senonlliunia

Click un tha down arow, sebec. an aslon hum Ls Bl and Dan chck o the Gu bulun. Zuhmizainn Cerinds

Io sesrch for 2 speabc KR erter the 2HL IU and chck on the Search button. [ o refresh the compleiz
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Slide notes

On the RRE Listing page, click the Change Password link in the Account Settings box on the right side of the page.
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Change Fassword

" Seyuired
Chsoge your passwand sancfully.

= Pzpepwott muet be changed evary sy (681 daye
B Fassword mUst CONsSET of £t 12357 et (3) characters

= Paeeword muet contsin atlezet one upper caes lette-, ona bowear c3es lettes, ona numasr
ard one specal character

®  Paasword mual ecntein a minimum o° fou- (4) changed chorcctera from the provicus poaswerd
" Pageword cannot be chanted more than oncs per day
= Paeewcrd mue: be diffa-ent fromthe ae: 24 paeeworde

= Fassword Cannct contain a rasensed wod (582 Help Abcut Tnis Faga lor a comipiete Bst

Coament Passaond.”

Maw Pasaword:”

1l

Ra-ertar Mew Passwore™

Conlinue Cancel

Slide notes

This displays the Change Password page.
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Change Fassword

" Seyuired
Chsoge your passwand sancfully.

= Pzpepwott muet be changed evary sy (681 daye
B FREEword mUst CoNsSs. of £t 12357 exht (3) characters

= Paeeword muet contsin atlezet one upper caes lette-, ona bowear c3es lettes, ona numasr
ard one specal character

®  Paasword mual ecntein a minimum o° fou- (4) changed chorcctera from the provicus poaswerd
" Pageword cannot be chanted more than oncs per day
= Paeewcrd mue: be diffa-ent fromthe ae: 24 paeeworde

= Fassword Cannct contain a rasensed wod (582 Help Abcut Tnis Faga lor a comipiete Bst

Coament Passaond.”
Maw Pasaword:”

Ra-ertar Mew Passwore™

111

Conlinue Cancel

Slide notes

Enter and re-enter a new Password that meets the requirements specified in the Section 111 COBSW User Guide
and then click Continue.
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Section 111
@ S Mandatory Reporting

_Password Change Successful

Your password has been changed successfully. You wall be required to use the new password the next
time you Login to the Section 111 Mandatory Reporting Secure Web Site

Slide notes
The Password Change Successful page displays.

Click Continue to go to the RRE Listing page.
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Update Personal Information

* Personal information recorded during registration

— Name

— Job Title

— E-mail Address

— Company Address

— Company Phone Number

— Company Fax Number

« May be updated/changed

Slide notes

Your personal information is recorded during your initial registration process. This includes your name, job title,
E-mail address, company address, company phone number, and company fax number.

However, this information may be updated and changed, if necessary.
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RRE Listing

Thia nage ista al' the Resnonsible Renoring dentification Nurkera [RES IN=) with which vou are Helh Bhaur This Mage
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Slide notes

On the RRE Listing page, click the Manage Personal Information link in the Account Settings box on the right side
of the page.
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Manage Personal Information
* Reguired
First Name:™ John
Last Name:™ Sritth
Job Title:® Manager
E-mail Address:* jsmith@abe.com
E-mail Address:™ jsmith@abec.com
Company Addiess
Street Line 1.7 123 Test Street
Street Line 2: |Suite 200
City, State, Zip:” Baltirmore , WMD) 121204
Company Telephone:™ (800 ) 415 - (2000 ext 283
Company Fax: (410 )| 222 - 13333
Continue ] | Cancel

Slide notes

This displays the Manage Personal Information page.
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Manage Personal Information
* Reguired
First Name:™ John
Last Name:™ Sritth
Job Title:® Manager
E-mail Address:* jsmith@abe.com
E-mail Address:™ jsmith@abec.com
Company Addiess
Street Line 1.7 123 Test Street
Street Line 2: |Suite 200
City, State, Zip:” Baltirmore , WMD) 121204
Company Telephone:™ (800 ) 415 - (2000 ext 283
Company Fax: (410 )| 222 - 13333
Continue ] | Cancel

Slide notes

Your current personal information is displayed on this page.
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Manage Personal Information
* Reguired
First Name:™ John
Last Name:™ Sritth
Job Title:® Manager
E-mail Address:* jsmith@abe.com
E-mail Address:™ jsmith@abec.com
Company Addiess
Street Line 1.7 123 Test Street
Street Line 2: |Suite 200
City, State, Zip:” Baltirmore , WMD) 121204
Company Telephone:™ (800 ) 415 - (2000 ext 283
Company Fax: ({410 )| 222 - 13333
Continue l | Cancel

Slide notes

After making any necessary changes, click the Continue button at the bottom of the page.
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Personal Information Update Confirmation

Your personal information has been updated successfully. Please click the Tontinue’ button to return to
the RRE Listing page.

Jobin Smith

Manager

123 Street

Towsan, WD 21204
EIMITING 123456759
Telephone: (800) 234-5673
Fasx (410) 333-9000

Email: jsmithi@ahc.com

Slide notes

This displays the Personal Information Update Confirmation page which lists all of your personal information,
including modifications.
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Personal Information Update Confirmation

Your personal information has been updated successfully. Please click the Tontinue’ button to return to
the RRE Listing page.

Jobin Smith

Manager

123 Street

Towsan, WD 21204
EIMITING 123456759
Telephone: (800) 234-5673
Fasx (410) 333-9000

Email: jsmithi@ahc.com

Slide notes

Click the Continue button to return to the RRE Listing page. The system then generates and sends you an E-mail,
indicating that your personal information has been changed.
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Log Off
* Click the Log off link

Slide notes

When you have finished using the Section 111 COBSW, click on the Log off link at the top of any page.
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Ahout This Site CMS Links
Home Log off
Slide notes

From any page, click the Log off link at the top of the screen.
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= ; Mandatory Reporting e
About This Site  CMSLinks HowTo.  Reference Materials  ContactUs  Sikip Nawigation

- 1. H
Legin Warning (=] Printthis page

UNAUTHORIZED ACCE S S TO THIS COMPUTER SY STEM IS PROHIBITED BY LAW

You are accassing 3 U 5. Government infrmation system, which insiuges: (1) s computer. (2) Tis compuler netaork, (3) 2 compuiars comnecied 1
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U.S, Government-auinorized use oy,

Unauthorized or impraper use of this sysiem may result in disciplinary achon, as well as onvil and criminal penaltes.

By using this information gysiem, you understand and consent o the following:

“You have no reasonable expactaton of privacy regarding any communication or data transiting or sioced on this information system.
At any time, and for any lawful Government purpose, the Government may monior, intercept, and search and se@e any communication
or data transiing or stored on this information sysiem

"Any COMMUNICItoN of data ransAing of stored on this informabon sysiem may be disclosed or used for any Lawful Gowernment
purpose.

Privacy Act Statement
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FeqQuing aC0etS 10 PAMoNM Meir OMCIE QUTSS In ACXDNTANCE WITH N2 USES OF INE INTDAMaton a8 auNONZied under SACHON 111 Of e MM SEA OF 2007,
Sueh £nanl be advised of { 1) he contdental nature of he Infrmation; (2) safeguards required 1o profect e informasion, and (3) he:

AMIMTEY AV, Chl aN] CTIMINS PENaTES 10F NONCOMPEANCE CONTAINS] IN ADNICaDIL Feglral Iaws

1Accept
Decline

Slide notes

The system will then end your session and return you to the Section 111 COBSW Login Warning page. Once the
Login Warning page displays, you should close your browser.
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You have completed the Basic Functions course.

Information in this presentation can be referenced by using the Section 111 COBSW User Guide’s table of
contents which can be accessed after logging in to the Section 111 COBSW.

Page 52 of 53



Basic Functions Monday, July 11, 2016

Slide 53 - of 41

COB:R

Cosrdination of
Henedits and Rocovery

u have any questions or feedback on this
~ material, please go the following URL:
tps://www.surveymonkey.com/s/NGHPTraining.

Slide notes

If you have any questions or feedback on this material, please go the following URL:
https://www.surveymonkey.com/s/NGHPTraining.
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