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COB:R

Cosrdination of
Henedits and Rocovery

Section 111 COB Secure Web Site
Account Desighee Registration

Version 8.4, 7/11/2016

Mote: CMS reserves the right to modify this presentation. To ensure you have the most current version, verify that the version and date
on this page match the version and date on the corresponding page of the PDF currently available on: http://zo.cms gov/mirnghp.

Slide notes

Welcome to the Section 111 Coordination of Benefits Secure Web Site (COBSW) Account Designee Registration
course.
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Disclaimer

While all information in this document is believed
to be correct at the time of writing, this Computer
Based Training (CBT) is for educational purposes
only and does not constitute official Centers for
Medicare and Medicaid Services (CMS) instructions
for the MMSEA Section 111 implementation. All
affected entities are responsible for following the
instructions found at the following link:
http://go.cms.gov/mirnghp.

Slide notes

While all information in this document is believed to be correct at the time of writing, this Computer Based
Training (CBT) is for educational purposes only and does not constitute official Centers for Medicare and
Medicaid Services (CMS) instructions for the MMSEA Section 111 implementation.

All affected entities are responsible for following the instructions found at the following link:
http://go.cms.gov/mirnghp.
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Course Overview

* Account Designee

— Description T —
— Registration process
ﬁ

* Login ID/Password guidelines ;

Slide notes
The topics in this course include: a summary of the Account Designee's user role and registration process and
Login ID and Password guidelines.

Page 3 of 30



Account Designee Registration Monday, July 11, 2016

Slide 4 - of 30

Account Designhees

» Optional users associated with RRE ID account
» Assist Account Manager

* Can
— Perform most functions
— Submit Section 111 files

 Cannot
— Invite additional users
— Update company information

Slide notes

Account Designees are optional users associated with an Responsible Reporting Entity (RRE) ID account who
assist the Account Manager in managing the RRE account and data file exchange.

As an Account Designee, you will be able to perform most of the functions on the site, including submitting
Section 111 files, but will not be able to invite additional users to be associated with the RRE ID nor may you
update RRE ID company information. Only the Account Manager can invite and manage the users associated
with the RRE ID.
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Account Designhees

» Assigned by Account Manager
Sent invitation E-mail with URL
Receives Pass Phrase

Registers on Section 111 COBSW
Only need one Login ID

Slide notes
Account Designees are assigned by the Account Manager.

After the Account Manager adds the Account Designee to the RRE ID account, the system sends an invitation E-
mail to the Account Designee, containing a specific URL.

It is necessary for the Account Designee to use this URL, as it contains a specific token which allows access to the
registration site.

The Account Designee will also verbally receive a Pass Phrase from the Account Manager that must be entered
during the Account Designee’s registration.

An Account Designee registers on the Section 111 COBSW, using the information contained in the system-
generated E-mail sent to him/her and the Pass Phrase given to him/her by the Account Manager.

You will only go through this process once as you need only one Login ID no matter how many RREs you will
work with.

To successfully register as an Account Designee, follow the steps outlined in this course.
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(=L + ¥ | = Section 111 Account Designee Registration - Message (HTML) IM
— | Message Lo

) e A T o L | @ Fin T
WY XA P e B T Sremea-| B0

Reply Reply Forward  Deiete Moveto Create Other Block Categorize Follow Mark as Send to

to All Folder= Rule Adions= | Sender Up~= Unread | 4 Seled = OneMote
Respond Actions unk E-mail [ Options Fe Find Onehlote
From: cobg@zecionti1.cmehhs.gov Sent: Mon 6122011 821 AM
To:  jdee@abe.com
Cc
Subject: Section 111 Account Designes Registration

Section 111 Account Designee Registration URL and token

Slide notes

Click on the URL and token provided in the invitation E-mail sent by the Benefits Coordination & Recovery Center
(BCRC).
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Abain This Site CMS Links How Tao... Reference Materials Contact lis

Login Warning
UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This Web site is maintained by the US. Government and is protected by federal law. Use of this compuier system withou! autharity or in
exc@ss of granted authonty, such as access thiough use of another's Login 1D andior password, may be in violation of federal law, inchuding
the Falze Claims Acl, the Computer Fraud and Abuse Act and other relevant provisions of fedaral civil and criminal law. Violators will be
subject bo administrative disciplinary action and civil and criminal penalties including civil monetary penalties,

For site secunty purposes we employ software programs to monitor and identify unauthonzed access, unauthonzed attermpts 1o
upload or change information, or attempts to othemwise cause damage. In the event of authonzed law enforcement imvestigations, and
pursuant to any required legal process, information from these sources may be used o help identlfy an indmdual and may be used
for admimistratve, caminal or other adverse action. LOG OFF IMMEDIATELY o you do not agree to the conditions stated in this
Waming,

Privacy Act Star

The colleclion of this information is authorized by 42 U.S.C. 1385b)(T) & (8). Tha infarmation collected will be used 10 identify and recaver
pasi mistaken Medicara primary payments and to prevent Medicare from making rmistakes in the fulure for those Medicare Secondary Payar

situations thal continue fo exist
SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

I agree to establizh and implernent proper safeguards against unauthorized use and disclosure of the data exchanged for the purposes of
comphying with the Medicare Secondary Payer Mandatory Reporiing Provisions in Section 111 of the Medicare, Medicaid and SCHIP
Extension Act (MMSEA) of 2007 Proper safequards shall inciude the adaplion of palicies and procedures to ensure that the data obtained
shall be used solely in accordance with Section 1106 ofthe Social Security Act (42 US.C.§ 1 306), Section 1874(b) of the Social Security Act
[42 L5.C. § 1395%b)), Section 1862(0) of the Sockal Security Act [42 U.S.C. § 1395(®)], and the Privacy Act of 1974, as amended [5 US.C. &
S52a) The Responsible Reporting Entity (RRE) and its duly authorized agent for this Section 111 repading, if aty, hall astablish appropriate
administrative, tachnical, procedural, and physical safeguards to protect the confidentiality of the data and to prevend unauthorized access to
the data provided by CMS. | agree that the only entifies autharized to have access to the dala are CMS, the RRE or its authorized agent for
Mandatory Reporting. RRES must ensune that agents reporting on behall of multiple RRES will segregate data reported on behalf of each
unique RRE to limit 3ccess o only the RRE and CMS and the agent. Further, RRES must ensure that access by the agent iz limited to
tnstances where it is acting solely on behalf of the unique RRE on whose behalf the dala was oblained. | agree that the authorized
representatives of CMS shall be granted access 10 premises whers the Medicare data |5 being kept for the purpose of inspacting Security
arangemeanis confirming whether the RRE and itz duly authorized agend, if amy, is in compliance with the security requirements specified
abowe, Access to the records matched and to any records created by the malching process shall be restricled to authorized CMS and RRE
employees, agents and oficials who reguire access to perorrn thelr oficial dulies in accordance with the uses of the information as
authorized under Section 111 ofthe MMSEA of 2007, Such personnel shall be advised of (1) the confidantial natura of the infarmation, (2
safeguards required 1o protect the information, and (3) the administrative, ol and criminal penalties for noncompliance contained in

applicable Federal laws

Léceag
Decline

Slide notes

The Login Warning page displays, detailing the Data Use Agreement.
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chln War’hlng g Prind {his pags
UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This Web site is maintained by the US. Government and is protected by federal law. Use of this compuier system withou! autharity or in
exc@ss of granted authonty, such as access thiough use of another's Login 1D andior password, may be in violation of federal law, inchuding
the Falze Claims Acl, the Computer Fraud and Abuse Act and other relevant provisions of fedaral civil and criminal law. Violators will be
subject bo adminisirative disciplinary action and civil and criminal penalties including civil monetary penalties,

For site secunty purposes we employ software programs to monitor and identify unauthonzed access, unauthonzed attermpts 1o
upload or l:hange mformatian, or attempts to otharwise cause damage. In the event of authanzed law enforcement ivestigations, and
pursuant to any required legal process, information from these sources may be used o help identlfy an indmdual and may be used
for admimistratve, caminal or other adverse action. LOG OFF IMMEDIATELY o you do not agree to the conditions stated in this
waming.

Privacy Act Stat I

The colleclion of this information is authorized by 42 U.S.C. 1385b)(T) & (8). Tha infarmation collected will be used 10 identify and recaver
pasi mistaken Medicara primary payments and to prevent Medicare from making rmistakes in the fulure for those Medicare Secondary Payar

situations thal continue fo exist
SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

1 agree to establish and implemant proper safeguards agalnst unauthonzed use and discloswre of the data exchanged for the purposes of
comphying with the Medicare Secondary Payer Mandatory Reporiing Provisions in Section 111 of the Medicare, Medicaid and SCHIP
Extension Act (MMSEA) of 2007 Proper safequards shall inciude the adaplion of palicies and procedures to ensure that the data obtained
shall be used solely in accordance with Section 1106 ofthe Social Security Act (42 US.C.§ 1 306), Section 1874(b) of the Social Security Act
[42 L5.C. § 1395%b)), Section 1862(0) of the Sockal Security Act [42 U.S.C. § 1395(®)], and the Privacy Act of 1974, as amended [5 US.C. &
552a) The Responsible Reporting Entity (RRE) and its duly authorized agent for this Section 111 reparting, If ary, shall establish appropriate
administrative, tachnical, procedural, and physical safeguards to protect the confidentiality of the data and to prevend unauthorized access to
the data provided by CMS. | agree that the only entifies autharized to have access to the dala are CMS, the RRE or its authorized agent for
Mandatory Reporting. RRES must ensune that agents reporting on behall of multiple RRES will segregate data reported on behalf of each
unique RRE to limit sceess fo only the RRE and CME and the agent. Further, RREs must ensure thal access by the agentis limited to
tnstances where it is acting solely on behalf of the unique RRE on whose behalf the dala was oblained. | agree that the authorized
representatives of CMS shall be granted access 10 premises whers the Medicare data |5 being kept for the purpose of inspacting Security
arangemeanis confirming whether the RRE and itz duly authorized agend, if amy, is in compliance with the security requirements specified
abowe, Access to the records matched and to any records created by the malching process shall be restricled to authorized CMS and RRE
employees, agents and oficials who reguire access to perorrn thelr oficial dulies in accordance with the uses of the information as
authorized under Section 111 ofthe MMSEA of 2007, Such personnel shall be advised of (1) the confidantial natura of the infarmation, (2
safeguards required 1o protect the information, and (3) the administrative, ol and criminal penalties for noncompliance contained in

applicable Federal laws

Léceag
Decline

Slide notes
The Login Warning page may be printed by clicking the Print this page link in the upper right-hand corner of the
page.
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Login Warning
UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This Web site is maintained by the US. Government and is protected by federal law. Use of this compuier system withou! autharity or in
exc@ss of granted authonty, such as access thiough use of another's Login 1D andior password, may be in violation of federal law, inchuding
the Falze Claims Acl, the Computer Fraud and Abuse Act and other relevant provisions of fedaral civil and criminal law. Violators will be
subject bo administrative disciplinary action and civil and criminal penalties including civil monetary penalties,

For site secunty purposes we employ software programs to monitor and identify unauthonzed access, unauthonzed attermpts 1o
upload or change information, or attempts to othemwise cause damage. In the event of authonzed law enforcement imvestigations, and
pursuant to any required legal process, information from these sources may be used o help identlfy an indmdual and may be used
for admimistratve, caminal or other adverse action. LOG OFF IMMEDIATELY o you do not agree to the conditions stated in this
Waming,

Privacy Act Star

The colleclion of this information is authorized by 42 U.S.C. 1385b)(T) & (8). Tha infarmation collected will be used 10 identify and recaver
pasi mistaken Medicara primary payments and to prevent Medicare from making rmistakes in the fulure for those Medicare Secondary Payar

situations thal continue fo exist
SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

I agree to establizh and implernent proper safeguards against unauthorized use and disclosure of the data exchanged for the purposes of
comphying with the Medicare Secondary Payer Mandatory Reporiing Provisions in Section 111 of the Medicare, Medicaid and SCHIP
Extension Act (MMSEA) of 2007 Proper safequards shall inciude the adaplion of palicies and procedures to ensure that the data obtained
shall be used solely in accordance with Section 1106 ofthe Social Security Act (42 US.C.§ 1 306), Section 1874(b) of the Social Security Act
[42 L5.C. § 1395%b)), Section 1862(0) of the Sockal Security Act [42 U.S.C. § 1395(®)], and the Privacy Act of 1974, as amended [5 US.C. &
S52a) The Responsible Reporting Entity (RRE) and its duly authorized agent for this Section 111 repading, if aty, hall astablish appropriate
administrative, tachnical, procedural, and physical safeguards to protect the confidentiality of the data and to prevend unauthorized access to
the data provided by CMS. | agree that the only entifies autharized to have access to the dala are CMS, the RRE or its authorized agent for
Mandatory Reporting. RRES must ensune that agents reporting on behall of multiple RRES will segregate data reported on behalf of each
unique RRE to limit 3ccess o only the RRE and CMS and the agent. Further, RRES must ensure that access by the agent iz limited to
tnstances where it is acting solely on behalf of the unique RRE on whose behalf the dala was oblained. | agree that the authorized
representatives of CMS shall be granted access 10 premises whers the Medicare data |5 being kept for the purpose of inspacting Security
arangemeanis confirming whether the RRE and itz duly authorized agend, if amy, is in compliance with the security requirements specified
abowe, Access to the records matched and to any records created by the malching process shall be restricled to authorized CMS and RRE
employees, agents and oficials who reguire access to perorrn thelr oficial dulies in accordance with the uses of the information as
authorized under Section 111 ofthe MMSEA of 2007, Such personnel shall be advised of (1) the confidantial natura of the infarmation, (2
safeguards required 1o protect the information, and (3) the administrative, ol and criminal penalties for noncompliance contained in

applicable Federal laws

Léceag
Decline

Slide notes

Review the Data Use Agreement. If you agree to the terms, click the | Accept link.
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hccount Designes Registration

ou hive bieen assigned as @ Designes to the following Responsible Repoming Entity

RRE Nama:  Company ABC
RRE Acconnt Manager Information:

Jine Doe

(R

113 Girent

Towes on, MO 21204
EMNITIN: 11456788
Talephone: [B00) 2345678
E vl jdoeabc com

Tosel up a Logn |0 for you 1o sct as a Designee, you will ead the pass-phrase created by the Account Manager
If you do not have the pazs-pheize, pleass contact the above Account Manager

Entar the passphrase:

You must read the User Agredment promided in the scrolling bax. To accept the agreemert, click the checkbax, You must accept and agnee to the ierms of b User Agreement in order fo continug through (e
recisiratbon pocess.

Yiew and priv the sarzement balow

User Agreement

THE FOLLOAMMG DESCRIBES THE TERMWE AMD CORDITIONSE BY WHICH THE
CENTERS FOR MEDIARE MEDICAID SERVICES (CME) OFFERS YOU ACCESETD
THE COORDIMATION OF BENEFITS (COBI SECLIRE WEB SITZ

¥ou mast read and aciepl e lems and candilions comained in this User Agreement

eapres sy 6l oul bebow and inccrporated by refarents DETone you may access the COB
|\ Saciis ek ite

Please check the following box

[ | sceeptthe User Sgreamit and Prracy Polity abone

| Zontinue Canzel

Slide notes

The Registration page informs you that you have been assigned as an Account Designee for the Responsible
Reporting Entity (RRE) listed on this page.
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hccount Designes Registration

ou hive bieen assigned as @ Designes to the following Responsible Repoming Entity

RRE Nama:  Company ABC
RRE Acconnt Manager Information:

Jine Doe

(R

113 Girent

Towes on, MO 21204
EMNITIN: 11456788
Talephone: [B00) 2345678
Enall: jdoegabe com

Tosel up a Logn |0 for you 1o sct as a Designee, you will ead the pass-phrase created by the Account Manager
If yau do nat hawe the pazs-phesse, pleass contact the above Account Manager,

Enter the pazsphiase: |paecphrace

You must read the User Agredment promided in the scrolling bax. To accept the agreemert, click the checkbax, You must accept and agnee to the ierms of b User Agreement in order fo continug through (e
recisiratbon pocess.

Yiew and privt the sarzament balow

User Agreement

THE FOLLOAMMG DESCRIBES THE TERMWE AMD CORDITIONSE BY WHICH THE
CENTERS FOR MEDIARE MEDICAID SERVICES (CME) OFFERS YOU ACCESETD
THE COORDIMATION OF BENEFITS (COBI SECLIRE WEB SITZ

¥ou mast read and aciepl e lems and candilions comained in this User Agreement
eapres sy 6l oul bebow and inccrporated by refarents DETone you may access the COB
|\ Saciis ek ite

Please check the following box

[ | sceeptthe User Sgreamit and Prracy Polity abone

| Zontinue Canzel

Slide notes

Enter the Pass Phrase provided earlier by the Account Manager. The Pass Phrase is case-sensitive.
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hccount Designes Registration

ou hive bieen assigned as @ Designes to the following Responsible Repoming Entity

RRE Nama:  Company ABC
RRE Acconnt Manager Information:

Jine Doe

(R

113 Girent

Towes on, MO 21204
EMNITIN: 11456788
Talephone: [B00) 2345678
Enall: jdoegabe com

Tosel up a Logn |0 for you 1o sct as a Designee, you will ead the pass-phrase created by the Account Manager
If yau do nat hawe the pazs-phesse, pleass contact the above Account Manager,

Enter the pazsphiase: |paecphrace

You must read the User Agredment promided in the scrolling bax. To accept the agreemert, click the checkbax, You must accept and agnee to the ierms of b User Agreement in order fo continug through (e
recisiratbon pocess.

Yiew and priv the sarzement balow

User Agreement

THE FOLLOAMMG DESCRIBES THE TERMWE AMD CORDITIONSE BY WHICH THE
CENTERS FOR MEDIARE MEDICAID SERVICES (CME) OFFERS YOU ACCESETD
THE COORDIMATION OF BENEFITS (COBI SECLIRE WEB SITZ

¥ou mast read and aciepl e lems and candilions comained in this User Agreement
eapres sy 6l oul bebow and inccrporated by refarents DETone you may access the COB
|\ Saciis ek ite

Please check the following box

B | aceeptthe User Agreamit and Pinacy Policy sbowe

| Zontinue Canzel

Slide notes

Read the User Agreement. If you accept the terms, check the | Accept box and then click the Continue button.
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Account Designee Personal Information

Ta set up a Login ID for you to act #5 a Designee, we need additional informatian from you. This page
reguests that you provide personal inforrnation about yourself including your contact infarmation. All
required fields must be completed in order {o continue through the registration process.

* Reguired

First hame:™

Last Narme:™

Title:

E-mail Address:™
Work phone rumoer:”
Mailing Addiess
Street Line 1:°
Stiest Line 2

City, State, Zip:” |-Select- \-‘:

Continue || Cancel |

Slide notes

The Account Designee Personal Information page displays.
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(EMS SECTION 111 COB:R

Mandatary Reporting p = ]

[About This Site || CMS Links || How To... ][ Reference Materials |[ Contact Us ||

Tome | Togof

Manage Personal Information OUICK HELP

Halp About This Page
Personal information associated with your Login ID is shown below. Please make changes as needed
and click on the Continue button to subma

Click on the Cancel button 1o return to the RRE Listng without making changes

* Requerad

First Name:"
Last Name: *
Job Tithe:*
E-mad Address

Re-enter E-mail Address

Account Manager Mailing Address
Sireat Line 1:*
Sirest Line 2

City, State. Zip:" :-Bal‘llrn!:_l.'e_ ], [MARYLAND ] e 55355
Telaphone:* { Dl axt |
Fax ( b |- |

Slide notes

Enter the required information.
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M SECTION 111 COB:R
(E S Mandatary Reporting - s
[ About This Sita || CM5 Links || How To... | Reference Materials || ContactUs || Home || LogoH || Skip Nawgaton |

Manage Personal Information

Holp About This Page
Personal information associated with your Login ID is shown below. Please make changes as needed
and click on the Continue button 1o submal

Click on the Cancel button 1o return to the RRE Listng without making changes

" Required

First Name:"
Last Name: "
Job Tithe:*
E-mad Address

Re-enter E-mail Address

Account Manager Mailing Address
Sireat Line 1:*
Sirest Line 2

City, State, Zip-” [Battimare 1. [MARYLAND w| (65585
Telaphone:* { Dl |- axt |
Fax { | i] | |

Slide notes

Note: For NGHP, foreign RREs select “Foreign Country” from the State dropdown menu. The rest of the address
fields are not required and Click Continue.
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Choose your Login 1D and password carefully

= Login IDs must be 7 characters

w Login IDs must be in the format of AA99944
(first two alphabetic, next three numenc, I3t two alphabetic)

s Pazswiord must be changed every 60 days

s Passwiord must be at least 8 characers in lengh

®  Passwioed must contain At least one upper-case leger, loweer-case lener, number, and special character
= Password must contain a minimum of 4 characters changed fom the previous passwond

®  Passwords cannol be changed more than once per day

= Passwords must be different from the last 24 passwords

= Password cannot contain a reserved word (See Help About This Page for a complete list)

Login D™ I
Password® |
Re-enter Password.™ |

The Securily Questions allow you to regain account access if you forgel your password. Please nole the answers you provide o
these questions should be actual answerg and not hints for your password

Security Question 1" |Please Select =
Answer 1" |

Security Question 2:* IHenge Select j
Answer 2" |

Continue | Cancel |

Slide notes

The Account Designee Login Information page displays.
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Login ID and Password
* Login IDs

— Must be 7 characters

— Must be in the format of AA999AA

* Passwords
— Must be changed every 60 days

— Must be 8 characters in length

— Must contain a mix of upper case letters, lower case letters, and numbers
— Cannot be changed more than once per day

— Cannot contain a user’s Login ID

— Cannot begin with a number

— Must be different from the previous 24 passwords

— Cannot contain a reserved word

— If changed by user in a COBSW application, changed in all applications

Slide notes

A Login ID and Password are needed to access the Section 111 COBSW. You must set up a Login ID and Password
using the following guidelines.

Login IDs must be 7 characters; Login IDs must be in the format of AA999AA (first two alphabetic, next three
numeric, last two alphabetic);

Passwords must be changed every 60 days; Passwords must be 8 characters in length; Passwords must contain a
mix of upper case letters, lower case letters, and numbers

(at least one of each type must be included); Passwords cannot be changed more than once per day; Passwords
cannot contain a user’s Login ID;

Passwords cannot begin with a number; Passwords must be different from the previous 24 passwords;
Passwords cannot contain a reserved word.

If a user changes their Password in another COBSW application, it will be changed in all COBSW applications.
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Login Information

B
.,

el

Tha securty sformaton regueerited on thes page wil allow the sy lem 10 SutPeni ate your idertly each trme you kg m Lo the Secton
111 Secure YWeb ste

Choose your Login |D and password carefully.

= Login IDs must be 7 characters

s Login IDs must be in the format of AAS992828
(ferst two alphabelic, next three numeric, last two alphabetic)

= Poposwrund st e changesd owery 80 oy

= Passwiord must be at beast 8 characisrs in lengh

= Password mus confzin 2t least one upper-case lefier, lower-case efier, number, and speciall characier
= Pazsword must contsin 2 miminnum of 4 characters changed fom the previous passwond

= Pazzwords canned be changed mone than once per day

= Passwords must be different from the last 24 passwords

= Password camnot contain a resenwved word (See Help About This Prage for a complete list)

Logim IDn*
Fassword:”
Fe-enter Password: ™

The Secunty Questions allow you to regam account access if you forget your password. Please naote the answers you provide 10
these guestions should be actual answers and not hints for your pas sword.

Security Question 1.7 [Flease Seleat =
Answer 1.7 |
Security Question 2.7 [Please Select =]

Answer 207 |

Continue | Cancel |

Slide notes

Enter a Login ID and Password using the guidelines.
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Login Information

B
.,

el

Tha securty sformaton regueerited on thes page wil allow the sy lem 10 SutPeni ate your idertly each trme you kg m Lo the Secton
111 Secure YWeb ste

Choose your Login |D and password carefully.

= Login IDs must be 7 characters

s Login IDs must be in the format of AAS992828
(ferst two alphabelic, next three numeric, last two alphabetic)

= Poposwrund st e changesd owery 80 oy

= Passwiord must be at beast 8 characisrs in lengh

= Password mus confzin 2t least one upper-case lefier, lower-case efier, number, and speciall characier
= Pazsword must contsin 2 miminnum of 4 characters changed fom the previous passwond

= Pazzwords canned be changed mone than once per day

= Passwords must be different from the last 24 passwords

= Password camnot contain a resenwved word (See Help About This Prage for a complete list)

Logim IDn*
Fassword:”
Fe-enter Password: ™

The Secunty Questions allow you to regam account access if you forget your password. Please naote the answers you provide 10
these guestions should be actual answers and not hints for your pas sword.

Security Question 1.7 [Flease Seleat =
Answer 1.7 |
Security Question 2.7 [Please Select =]

Answer 207 |

Continue | Cancel |

Slide notes

Select and answer two security questions.
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Login Information

B
.,

el

Tha securty sformaton regueerited on thes page wil allow the sy lem 10 SutPeni ate your idertly each trme you kg m Lo the Secton
111 Secure YWeb ste

Choose your Login |D and password carefully.

= Login IDs must be 7 characters

s Login IDs must be in the format of AAS992828
(ferst two alphabelic, next three numeric, last two alphabetic)

= Poposwrund st e changesd owery 80 oy

= Passwiord must be at beast 8 characisrs in lengh

= Password mus confzin 2t least one upper-case lefier, lower-case efier, number, and speciall characier
= Pazsword must contsin 2 miminnum of 4 characters changed fom the previous passwond

= Pazzwords canned be changed mone than once per day

= Passwords must be different from the last 24 passwords

= Password camnot contain a resenwved word (See Help About This Prage for a complete list)

Logim IDn*
Fassword:”
Fe-enter Password: ™

The Secunty Questions allow you to regam account access if you forget your password. Please naote the answers you provide 10
these guestions should be actual answers and not hints for your pas sword.

Security Question 1.7 [Flease Seleat =
Answer 1.7 |
Security Question 2.7 [Please Select =]

Answer 207 |

Continue | Cancel |

Slide notes

Click Continue.
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Designee Summar
g = L - L Print this page

Flease review your persanal and login Information. If yau need ta change the infarmation, click th2 Edit' button n the applicable section.
Frint this page for your racords

Account Designee Personal Information Account Designee Login Information
Jane Doe Login 1D: dce2008
Wanager Security Question 1: What city were you born? Ballimore
123 Streel Security Guestion - What is yaur Grandmother's firgt nama? Sue
Towson, MD 21204
EIMTING 123466783
t
Telephone: (800} 234-5578

Fa (310) $33-9000
Ermail: jdoegdabc com

Confinue

Slide notes

The Designee Summary page displays. This page provides a summary of all of the information you have entered.
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Designee Summar
g = L - L Print this page

Flease review your persanal and login Information. If yau need ta change the infarmation, click th2 Edit' button n the applicable section.
Frint this page for your racords

Account Designee Personal Information Account Designee Login Information
Jane Doe Login 1D: dce2008
Wanager Security Question 1: What city were you born? Ballimore
123 Streel Security Guestion - What is yaur Grandmother's firgt nama? Sue
Towson, MD 21204
EIMTING 123466783
t
Telephone: (800} 234-5578

Fa (310) $33-9000
Ermail: jdoegdabc com

Slide notes

Review the summary information. If changes are required, click the Edit button beneath the appropriate section
and make any necessary changes.
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Designee Summar
g = L - L Print this page

Flease review your persanal and login Information. If yau need ta change the infarmation, click th2 Edit' button n the applicable section.
Frint this page for your racords

Account Designee Personal Information Account Designee Login Information
Jane Doe Login 1D: dce2008
Wanager Security Question 1: What city were you born? Ballimore
123 Streel Security Guestion - What is yaur Grandmother's firgt nama? Sue
Towson, MD 21204
EIMTING 123466783
t
Telephone: (800} 234-5578

Fa (310) $33-9000
Email: jdoeabe com

Slide notes

Once all information is correct, click the Continue button.
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Thank You

TOU have succes STy compleied e Inigal ragisirssan step for the Secion 171 COBESS. Flogse print mis page
for vour records.

Yo assigned RRE 10
AR

Your assigned EDI Representative:

The follerdng indiidual has been assigned as pour EDI represeniaiive, conptacl ihe EDI respresenalive ifyow ary
Gueshins reganding e RRE ci0Unl Flease hade wour aldve SEO0unt nuemiisr svailable Tor fafenania.

FIRET LASY
Twlephone @&l dl faee
Email address@domam eom

Wour EDI Representaibve iz your maln coniact for your Section 111 RRE I account, file
fransmission anil reporiing issues,

Mext Steps

Mz that thes RRE I0 regestraison has boen submitied, the irformation provded w6l be validated by tha
BCRC Oncea thie iz completad, the BORC will 2and & leiter to 1he named Authonzed Representative wah
the RRE ID and ss=zocisted parsanal idantificstion numbes [FIN)

Year Authonred Reprasentathe musl gree this RRE 1D and PIN to yeur Accaunt Manager who will refum 10
the Seclion 111 COBSW to compleie Step 2, Accourd Sefup.

If you do pol recere your mailing within 10 besinress days, plesse contact your assigned EDI
Reqresenlative.

=ettion 111 Home

Slide notes

The Thank You page displays describing the next steps in the process. You should print this page for your records
and store in a secure location.
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Thank You

TOU have succes STy compleied e Inigal ragisirssan step for the Secion 171 COBESS. Flogse print mis page
for vour records.

Yo assigned RRE 10
AR

Your assigned EDI Representative:

The follerdng indiidual has been assigned as pour EDI represeniaiive, conptacl ihe EDI respresenalive ifyow ary
Gueshins reganding e RRE ci0Unl Flease hade wour aldve SEO0unt nuemiisr svailable Tor fafenania.

FIRET LAST

Twlephone @&l dl faee
Email address@domam eom

Wour EDI Representaibve iz your maln coniact for your Section 111 RRE I account, file
Bransmission ansd reposiing isswes,

Mext Steps

Mz that thes RRE I0 regestraison has boen submitied, the irformation provded w6l be validated by tha
BCRC Oncea thie iz completad, the BORC will 2and & leiter to 1he named Authonzed Representative wah
the RRE ID and ss=zocisted parsanal idantificstion numbes [FIN)

Year Authonzed Reprasentatte musl gree this BRE 1D and PIN to yeur Accaunt Manager who will refum 10
the Seclion 111 COBSW to compleie Step 2, Accourd Sefup.

If you do pol recere your mailing within 10 besinress days, plesse contact your assigned EDI
Reqresenlative.

=ettion 111 Home

Slide notes

This page also lists your assigned RRE ID which is the RRE account to which you have been assigned.
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Thank You

TOU have succes STy compleied e Inigal ragisirssan step for the Secion 171 COBESS. Flogse print mis page
for vour records.

Yo assigned RRE 10
AR

Your assigned EDI Representative:

The follerdng indiidual has been assigned as pour EDI represeniaiive, conptacl ihe EDI respresenalive ifyow ary
Gueshins reganding e RRE ci0Unl Flease hade wour aldve SEO0unt nuemiisr svailable Tor fafenania.

FIRET LASY
Twlephone @&l dl faee
Email address@domam eom

Wour EDI Representaibve iz your maln coniact for your Section 111 RRE I account, file
fransmission anil reporiing issues,

Mext Steps

Mz that thes RRE I0 regestraison has boen submitied, the irformation provded w6l be validated by tha
BCRC Oncea thie iz completad, the BORC will 2and & leiter to 1he named Authonzed Representative wah
the RRE ID and ss=zocisted parsanal idantificstion numbes [FIN)

Year Authonred Reprasentathe musl gree this RRE 1D and PIN to yeur Accaunt Manager who will refum 10
the Seclion 111 COBSW to compleie Step 2, Accourd Sefup.

If you do pol recere your mailing within 10 besinress days, plesse contact your assigned EDI
Reqresenlative.

=ettion 111 Home

Slide notes

Additionally, this page identifies the Electronic Data Interchange (EDI) Representative for this RRE ID. This EDI
Representative can assist with questions regarding the RRE account.
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Thank You

TOU have succes STy compleied e Inigal ragisirssan step for the Secion 171 COBESS. Flogse print mis page
for vour records.

Yo assigned RRE 10
AR

Your assigned EDI Representative:

The follerdng indiidual has been assigned as pour EDI represeniaiive, conptacl ihe EDI respresenalive ifyow ary
Gueshins reganding e RRE ci0Unl Flease hade wour aldve SEO0unt nuemiisr svailable Tor fafenania.

FIRET LAST

Twlephone @&l dl faee
Email address@domam eom

Wour EDI Representaibve iz your maln coniact for your Section 111 RRE I account, file
Bransmission ansd reposiing isswes,

Mext Steps

Mz that thes RRE I0 regestraison has boen submitied, the irformation provded w6l be validated by tha
BCRC Oncea thie iz completad, the BORC will 2and & leiter to 1he named Authonzed Representative wah
the RRE ID and ss=zocisted parsanal idantificstion numbes [FIN)

Year Authonzed Reprasentatte musl gree this BRE 1D and PIN to yeur Accaunt Manager who will refum 10
the Seclion 111 COBSW to compleie Step 2, Accourd Sefup.

If you do pol recere your mailing within 10 besinress days, plesse contact your assigned EDI
Reqresenlative.

=ettion 111 Home

Slide notes

Click the Section 111 Home link, go to the Home page, and login to the site to manage RRE account information.
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Thank You

TOU have succes STy compleied e Inigal ragisirssan step for the Secion 171 COBESS. Flogse print mis page
for vour records.

Yo assigned RRE 10
AR

Your assigned EDI Representative:

The follerdng indiidual has been assigned as pour EDI represeniaiive, conptacl ihe EDI respresenalive ifyow ary
Gueshins reganding e RRE ci0Unl Flease hade wour aldve SEO0unt nuemiisr svailable Tor fafenania.

FIRET LAST

Twlephone @&l dl faee
Email address@domam eom

Wour EDI Representaibve iz your maln coniact for your Section 111 RRE I account, file
Bransmission ansd reposiing isswes,

Mext Steps

Mz that thes RRE I0 regestraison has boen submitied, the irformation provded w6l be validated by tha
BCRC Oncea thie iz completad, the BORC will 2and & leiter to 1he named Authonzed Representative wah
the RRE ID and ss=zocisted parsanal idantificstion numbes [FIN)

Year Authonzed Reprasentatte musl gree this BRE 1D and PIN to yeur Accaunt Manager who will refum 10
the Seclion 111 COBSW to compleie Step 2, Accourd Sefup.

If you do pol recere your mailing within 10 besinress days, plesse contact your assigned EDI
Reqresenlative.

=ettion 111 Home

Slide notes

You have successfully completed self-registration on the Section 111 COBSW.
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COB:R

Coordination of
Bencdits and Rocovery

ave completed the Account Designee
ration course. Information in this presentation
be referenced by using the Section 111 COBSW
User Guide’s table of contents which can be
cessed after logging into the Section 111 COBSW.

Slide notes
You have completed the Account Designee Registration course.

Information in this presentation can be referenced by using the Section 111 COBSW User Guide’s table of
contents which can be accessed after logging into the Section 111 COBSW.
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COB:R

Crordination of
Honedits and Recovery

u have any questions or feedback on this
- material, please go the following URL:
https://www.surveymonkey.com/s/NGHPTraining.

Slide notes

If you have any questions or feedback on this material, please go the following URL:
http://www.surveymonkey.com/s/NGHPtraining.
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